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Role of Technology 

IEEE Spectrum Magazine (Sept. 2006):

All major recent attacks (New York and Washington on 
9/11/01; Bali in 2002; Beslan, Russia, and Madrid in 2004; 
London in 2005; and Mumbai in 2006, etc.) required no 
significant technological sophistication to pull off.
At the same time, however, some terrorist groups have proven 
extraordinarily adept at using the Internet, networks, and 
digital video to recruit, conspire, and communicate. 
Meanwhile, developed countries, that the extremists are doing 
their best to terrorize, have launched research programs that 
will in coming years help determine how much of a role 
advanced technology can have in this struggle. 
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Role of Technology

Could the hypothetical terrorist scenarios do harm by giving 
terrorists ideas they may not have thought of?

it is common the belief that exposing a danger is, in the long run, 
better than ignoring it while hoping that terrorists won't notice it;

moreover, knowing that a specific target is effectively protected 
might prevent an attack, or decrease its likelihood to occur;

often, secrecy and confidentiality may hide incompetence and/or 
lack of effective information for an effective risk prevention or 
mitigation.
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How to predict and to model threats?

Information go about in the web and in other media.

Gathering, analyze and manage such amount of 
information  require advanced computational tools to 
effectively model the complex interdependencies 
between terrorist groups
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Multi-agent model of group and 
organizational behavior. 
Construct models groups and 
organizations as complex systems 
and captures the variability in 
human and organizational factors. 
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DyNet a simulator for 
dynamic networked 
organizations through a 
blending of computer science, 
social networks and 
organization theory.
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Conclusions & Lessons Learned

1) Current security measures seems not fully justified and/or 
not based on rationale and comprehensive assessment

2) Simplified methods (e.g. Risk Indexes methods), even if 
easier and cheaper to apply, may provide wrong results 
and misleading conclusions

3) Significant improvement in security levels can be 
achieved at a considerably lower cost than for upgrading 
safety

4) Redundancy is one of the key concepts to effectively 
improve both security and safety
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5) Social acceptance of risks related to terrorist threat is 
generally lower than the one related to natural hazards

6) Computational modeling of threats aimed at providing a 
numerical estimate of threat probability, is still not fully 
reliable and not directly applicable, due to inherent high 
level of uncertainty and limitations

7) The above statements highlight the difficulty to afford and 
manage security and safety in a common framework

Conclusions & Lessons Learned
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8) The latter, anyway, should be definitely pursued, as 
safety upgrading improves security too, while the 
opposite might not be always true (e.g. the effort to 
check vehicles for explosives delayed the arrival of aid 
in Louisiana following Hurricane Katrina)

9) For new constructions, more effective and cheaper 
protection against terrorist attacks can be achieved if 
security issues are properly addressed at the design 
stage

Conclusions & Lessons Learned
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10) Numerical modeling can effectively support 
vulnerability analysis (FEM, BEM). Need of further 
research (e.g. explosives effects) is warranted

11) Integration and coordination between facilities owners, 
security experts, social scientist, police, intelligence and 
authority is of paramount importance.

Conclusions & Lessons Learned
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Conclusions & Lessons Learned

End of presentation
Thank you


